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3  Time Synchronization Standards
3.1  Purpose
This standard defines the technical requirements for accurate time synchronisation across information systems. Accurate time is essential for log correlation, security investigations, and the correctness of time-sensitive controls.
3.2  Scope
This standard applies to all systems generating or consuming time-stamped data, including servers, workstations, network devices, security appliances, and applications.
3.3  Definitions
NTP: Network Time Protocol, the standard protocol for distributing time across networks
Stratum: A measure of the distance between a system and the reference clock in NTP
Time Drift: The accumulated difference between system time and reference time
3.4  Policy Requirements
Time Sources
The organisation must operate or consume reference time sources of stratum 1 or 2 quality
Public NTP services may be used as additional sources where approved
Time sources must be documented in the network architecture
Synchronisation Configuration
All systems must synchronise to approved time sources
Multiple time sources must be configured for redundancy
Time daemons must be configured to use authentication where supported
Tolerances
System time must be within 100 milliseconds of the reference time for general systems
Security-critical and audit-grade systems must be within 10 milliseconds
Time drift must be monitored and alerted on threshold breach
Time Zones and Formats
Logs must use UTC for storage and analysis
User interfaces may display local time but must indicate the time zone
Timestamps must include sufficient precision for correlation, typically millisecond or better
Monitoring
Time service health must be monitored
Anomalies including sudden time changes must be investigated
3.5  Roles and Responsibilities
Network Operations: Operates time servers and distribution
System Owners: Configure systems to synchronise per this standard
Information Security Manager: Reviews compliance and incidents
3.6  Related Documents
Network Services Security Standards
System Monitoring Procedure
Audit Trail Configuration Standards
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
8.17 - Clock synchronization
8.15 - Logging
8.16 - Monitoring activities




