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3  Security Services Delivery Standards
3.1  Purpose
This standard defines the quality and performance standards for the delivery of information system security services to the organisation, whether delivered internally or by external service providers.
3.2  Scope
This standard applies to all information system security services, including security operations, vulnerability management, identity services, application security, and security engineering.
3.3  Definitions
Service Catalogue: A documented list of services with description, owner, and service levels
Service Level Agreement (SLA): A documented commitment to deliver a service within agreed performance targets
Service Owner: The accountable individual for a defined service
3.4  Policy Requirements
Service Definition
Each security service must be documented in the Security Service Catalogue with description, scope, owner, and consumers
Service definitions must be reviewed annually and after material change
Service Levels
Each service must have defined service levels for response, restoration, and quality
SLAs must be agreed with consumers and reflected in supporting contracts where applicable
Performance against SLAs must be reported monthly
Resourcing and Skills
Each service must have a designated owner and capable resources
Skills required for the service must be documented and resourced through training or recruitment
Continuity
Each service must have a defined continuity plan proportionate to its criticality
Backup operators or providers must be identified for critical services
Continuous Improvement
Service performance and consumer feedback must be reviewed periodically
Improvement actions must be planned, executed, and reported
3.5  Roles and Responsibilities
Service Owner: Accountable for service delivery and performance
Service Consumers: Provide requirements and feedback
Information Security Manager: Owns the Security Service Catalogue and SLA framework
3.6  Related Documents
Information Security Policy
Information Security Strategy
Vendor Risk Management Procedure
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
8.7 - Protection against malware
5.31 - Legal, statutory, regulatory and contractual requirements
5.30 - ICT readiness for business continuity




