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3  Network Services Security Standards
3.1  Purpose
This standard defines the security requirements for core network services including DNS, DHCP, VPN, NTP, and other infrastructure services that enable network operations.
3.2  Scope
This standard applies to all network services operated by the organisation or consumed from external providers.
3.3  Definitions
Network Service: A service that supports the operation of networks such as DNS, DHCP, VPN, NTP, and proxies
DNSSEC: Domain Name System Security Extensions providing data integrity and authenticity
Split Tunneling: A VPN configuration in which only specific traffic is sent through the VPN
3.4  Policy Requirements
DNS
Internal DNS must be operated by the organisation or by an approved managed service
DNSSEC must be enabled for organisational domains
Recursive DNS resolution must use approved upstream resolvers and DNS filtering must be applied
DNS queries must be logged for security analysis
DHCP
DHCP must enforce IP allocation policies
DHCP scopes must be planned to avoid exhaustion attacks
DHCP servers must be redundant
VPN and Remote Access
VPN must use approved protocols (IKEv2/IPSec, TLS-based) and ciphers
MFA must be required for VPN access
Endpoint posture checks must be performed before granting access where supported
Split tunneling configurations must be approved by Information Security
NTP
All systems must synchronise time with approved NTP sources
NTP authentication must be used where supported
Time drift must be monitored
Proxies and Reverse Proxies
Web proxies must enforce filtering policies and apply TLS inspection where authorised
Reverse proxies and WAFs must be deployed for public services
Proxy logs must be retained per policy
3.5  Roles and Responsibilities
Network Operations: Operates network services
Identity Team: Operates VPN identity integration
Information Security Manager: Approves protocols, ciphers, and configurations
3.6  Related Documents
Network Security Policy
Authentication Standards
Time Synchronization Standards
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
8.21 - Security of network services
8.20 - Networks security
8.17 - Clock synchronization




