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3  Cloud Service Security Requirements
3.1  Purpose
This standard defines the technical and contractual security requirements for evaluating, onboarding, and operating cloud services. It enables consistent assurance across all cloud service consumption.
3.2  Scope
This standard applies to all cloud services consumed by the organisation, including SaaS, PaaS, IaaS, and managed services, regardless of the consumption model.
3.3  Definitions
Cloud Service Provider (CSP): An organisation that provides cloud services to consumers
Shared Responsibility Model: The allocation of security responsibilities between the CSP and the consumer based on the service model
Cloud Access Security Broker (CASB): A control point between cloud consumers and providers that enforces policy
Tenancy: The model of resource isolation between consumers, ranging from dedicated to shared
3.4  Policy Requirements
Provider Assurance
CSPs must hold current and applicable independent attestations such as ISO 27001, SOC 2 Type II, ISO 27017, or ISO 27018 as relevant to the service
Attestations must be reviewed annually and at contract renewal
Where attestations are insufficient, additional assurance through questionnaires or audits must be obtained
Data Protection
Data must be encrypted in transit using TLS 1.2 or higher
Data must be encrypted at rest using approved algorithms
Encryption keys should be managed by the consumer where feasible (BYOK or HYOK)
Data residency and cross-border transfer mechanisms must be documented and approved
Identity and Access
Cloud services must support federation with the corporate identity provider
MFA must be enforced for all administrative and privileged access
Role-based access control must be configured aligned with least privilege
Privileged access must be brokered through the PAM system where supported
Logging and Monitoring
Audit logs must be available, integrable with the corporate SIEM, and retained per policy
Configuration changes must be logged
Cloud security posture management tooling must be used to detect misconfigurations
Operational Resilience
SLAs for availability and recovery must align with business continuity requirements
Backup and recovery must be tested in line with the Business Continuity Plan
Multi-region or multi-availability-zone configurations must be used for critical services
Data Portability and Exit
Contracts must include data return or destruction at end of service
Standard formats and APIs must be available to support exit
Exit plans must be documented for material services
3.5  Roles and Responsibilities
Cloud Architect: Designs cloud-consuming solutions in line with this standard
Information Security Manager: Reviews and approves cloud service onboarding
Procurement: Embeds requirements into contracts
3.6  Related Documents
Third-Party Supplier Security Policy
Cloud Vendor Assessment Checklist
Encryption Standards
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
5.23 - Information security for use of cloud services
5.19 - Information security in supplier relationships
8.24 - Use of cryptography




