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3  Vendor Risk Management Procedure
3.1  Purpose
This procedure defines the process for assessing, onboarding, monitoring, and offboarding third-party vendors from a security perspective. It ensures that vendor risk is understood and managed throughout the relationship lifecycle.
3.2  Scope
This procedure applies to all vendors who process, store, or transmit organisational data, host organisational systems, or provide services that could affect the security or availability of the organisation.
3.3  Pre-requisites
Vendor identified by procurement or business unit
Service description and data classification provided
Vendor risk assessment questionnaire and methodology
3.4  Procedure
3.4.1  Initial Risk Profiling
Determine the inherent risk of the vendor based on data sensitivity, service criticality, and integration depth
Assign a risk tier that determines the depth of due diligence required
3.4.2  Due Diligence
Issue the vendor risk assessment questionnaire appropriate to the risk tier
Review the vendor's certifications, audit reports, and policies
Identify gaps and request remediation or compensating controls
3.4.3  Contractual Controls
Ensure the contract includes the Supplier Security Requirements Addendum
Where personal data is involved, conclude a Data Processing Agreement
Define service levels, audit rights, breach notification, and termination assistance
3.4.4  Ongoing Monitoring
Schedule periodic reassessment based on the vendor's risk tier in the Supplier Monitoring Schedule
Monitor incidents, breaches, and material changes affecting the vendor
Review service performance and security metrics regularly
3.4.5  Offboarding
Confirm secure return or destruction of organisational data
Revoke access to organisational systems
Document confirmation of offboarding and retain for audit
3.5  Records and Evidence
Vendor risk assessment outcomes
Signed contractual agreements including security addenda
Periodic monitoring records
Offboarding confirmation
3.6  Related Documents
Third-Party Supplier Security Policy
Supplier Assessment Checklist
Data Processing Agreement
Supplier Monitoring Schedule
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
5.19 - Information security in supplier relationships
5.20 - Addressing information security within supplier agreements
5.21 - Managing information security in the ICT supply chain
5.22 - Monitoring, review and change management of supplier services




