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3  Supplier Audit Procedure
3.1  Purpose
This procedure describes the process for conducting security audits and reviews of third-party suppliers. Audits provide assurance that suppliers continue to meet contractual security obligations and maintain effective controls over the duration of the relationship.
3.2  Scope
This procedure applies to suppliers identified for audit through the Supplier Monitoring Schedule, typically those classified as critical or high risk, or where contractual or regulatory requirements mandate audit.
3.3  Pre-requisites
Audit right confirmed in the supplier contract
Audit plan approved by the Information Security Manager
Authorised auditor assigned
Supplier notified in line with contractual notice periods
3.4  Procedure
3.4.1  Plan the Audit
Define the audit scope, criteria, and timeline
Identify the controls to be tested based on the supplier's services and contractual obligations
Agree the audit logistics with the supplier including on-site or remote delivery
3.4.2  Conduct the Audit
Open the audit with a kick-off meeting confirming scope and approach
Review documentation, perform interviews, and observe operations
Sample evidence to test the operating effectiveness of controls
Record findings as they are identified
3.4.3  Report Findings
Hold a closing meeting to discuss preliminary findings with the supplier
Issue the formal audit report including findings, severity, and recommendations
Agree the supplier's remediation plan and target dates
3.4.4  Track Remediation
Monitor remediation progress against agreed timelines
Verify remediation effectiveness through follow-up review
Escalate persistent non-conformities through supplier governance
3.4.5  Close the Audit
Confirm all findings are closed or accepted as residual risk
Update the supplier risk profile and the Supplier Monitoring Schedule
Retain audit records for the period required by contract and policy
3.5  Records and Evidence
Audit plan
Working papers and evidence
Final audit report
Remediation tracker
3.6  Related Documents
Vendor Risk Management Procedure
Supplier Audit Checklist
Third-Party Supplier Security Policy
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
5.22 - Monitoring, review and change management of supplier services
5.21 - Managing information security in the ICT supply chain




