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3  Secure Data Transfer Procedure
3.1  Purpose
This procedure specifies the approved methods and controls for transferring sensitive data between the organisation and other parties or between organisational systems. It ensures that data is protected in transit against interception, modification, and loss.
3.2  Scope
This procedure applies to all transfers of organisational data, including transfers via email, file transfer protocols, removable media, cloud storage, application-to-application interfaces, and physical transport.
3.3  Pre-requisites
Approved encryption standards
Approved file transfer platforms
Recipient identity verified through trusted channels
Business need and authorisation in place
3.4  Procedure
3.4.1  Confirm Authorisation
Verify that the data transfer has been authorised by the Data Owner
Confirm that the recipient has a legitimate need and is approved to receive the data
Where personal data is involved, confirm a lawful basis and appropriate safeguards
3.4.2  Select the Transfer Method
For internal transfers, use approved corporate file shares or collaboration tools
For external transfers, use approved secure file transfer or encrypted email
For very large transfers, use approved managed file transfer platforms
Personal email, consumer messaging apps, and unapproved cloud services must not be used
3.4.3  Apply Protection
Encrypt the data in transit using approved cryptographic standards
Encrypt sensitive files at rest before transfer where required
Transmit credentials separately from the data
3.4.4  Verify Receipt
Confirm with the recipient that the data has been received and is readable
Verify integrity using checksums where appropriate
3.4.5  Record the Transfer
Log the transfer including date, sender, recipient, data type, classification, and method
Retain transfer records in line with the Data Retention Schedule
3.5  Records and Evidence
Data transfer log
Encryption key handover records where applicable
Recipient acknowledgements
3.6  Related Documents
Data Classification Policy
Encryption Standards
Data Loss Prevention Policy
Acceptable Use Policy
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
5.14 - Information transfer
8.20 - Networks security
8.24 - Use of cryptography




