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3  Power and Utilities Management Procedure
3.1  Purpose
This procedure defines the management processes for power supplies, uninterruptible power supplies (UPS), and other utility infrastructure that supports information processing facilities. It ensures the continuity of services dependent on these utilities.
3.2  Scope
This procedure applies to all data centres, communications rooms, and other facilities where the loss of power or utilities could materially affect organisational operations.
3.3  Pre-requisites
Documented utility infrastructure including supply, UPS, generators, cooling, and water
Maintenance contracts for utility equipment
Defined operating parameters and alerting
3.4  Procedure
3.4.1  Inventory and Document
Maintain an up-to-date inventory of utility equipment
Document supply paths, redundancy, and capacity
3.4.2  Operate and Monitor
Monitor power and utility status continuously through the building management or environmental monitoring system
Alert operations on anomalies or capacity thresholds
3.4.3  Preventive Maintenance
Conduct preventive maintenance per manufacturer schedules
Test UPS and generator capability through scheduled load tests
Replace consumables such as batteries within their service life
3.4.4  Capacity Management
Track utility consumption and capacity headroom
Plan capacity upgrades in line with growth forecasts
3.4.5  Incident Response
Respond to utility incidents in line with the incident management process
Engage utility providers and maintenance vendors as required
Conduct post-incident reviews and capture lessons learned
3.5  Records and Evidence
Utility inventory and architecture
Maintenance and test records
Capacity reports
Incident records
3.6  Related Documents
Business Continuity Plan
Environmental Monitoring Procedure
Disaster Recovery Plan
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
7.14 - Secure disposal or re-use of equipment
7.5 - Protecting against physical and environmental threats
8.14 - Redundancy of information processing facilities




