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3  Physical Access Control Procedure
3.1  Purpose
This procedure governs the process for requesting, granting, and revoking physical access to organisational facilities. It ensures that physical access is provided only to those with a verified need and that access rights are kept current.
3.2  Scope
This procedure applies to all organisational facilities including offices, data centres, secure work areas, storage facilities, and shared spaces with restricted access.
3.3  Pre-requisites
Defined facility zones and access levels
Physical access control system in place
Authorised approvers identified per facility
3.4  Procedure
3.4.1  Request Access
Submit an access request through the facilities management system specifying facility, zone, duration, and justification
Requests for sensitive areas require approval by the Area Owner and Information Security Manager
3.4.2  Approve Access
Approver reviews business need and risk
Approver approves or rejects the request and records the decision
3.4.3  Provision Access
Issue or modify the access credential such as card, fob, or biometric enrolment
Brief the user on the access conditions and applicable policies
3.4.4  Manage Visitors
Visitors must be pre-registered, signed in, and escorted at all times
Visitor access must be logged in the Visitor Log
3.4.5  Periodic Review
Conduct quarterly access reviews per facility and zone
Revoke access that is no longer justified
3.4.6  Revoke Access
Revoke access immediately upon termination, role change, or expiry of a temporary need
Recover physical credentials where applicable
3.5  Records and Evidence
Access request and approval records
Access provisioning logs
Visitor logs
Periodic review records
3.6  Related Documents
Physical Security Policy
Secure Work Area Policy
Visitor Log Template
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
7.2 - Physical entry
7.3 - Securing offices, rooms and facilities
5.18 - Access rights




