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3  Media Handling Procedure
3.1  Purpose
This procedure specifies secure processes for receiving, storing, transporting, and disposing of storage media. It minimises the risk of unauthorised access to or loss of information held on media.
3.2  Scope
This procedure applies to all storage media including hard drives, solid-state drives, magnetic tape, optical media, USB drives, memory cards, and printed materials containing classified information.
3.3  Pre-requisites
Approved secure storage facilities for media
Approved transport methods for sensitive media
Approved data sanitisation and destruction services
3.4  Procedure
3.4.1  Receipt of Media
Verify the source and integrity of received media
Scan electronic media for malware before introduction to the network
Record receipt in the Media Inventory Log
3.4.2  Storage
Store media in secure, access-controlled locations appropriate to its classification
Maintain environmental conditions within manufacturer recommendations
Restrict access to authorised personnel and log access events
3.4.3  Transport
Use secure transport methods for sensitive media including tracked couriers and tamper-evident packaging
Maintain a chain of custody record for high-value transfers
Encrypt the contents before transport where feasible
3.4.4  Use
Track issue and return of media using the Media Inventory Log
Apply Removable Media Policy controls when media is in use
3.4.5  Disposal
Sanitise media using approved methods such as cryptographic erasure, secure wipe, or physical destruction
Use a certified destruction service for media that cannot be securely wiped
Obtain a certificate of destruction and update the Media Inventory Log
3.5  Records and Evidence
Media Inventory Log
Chain of custody records
Destruction certificates
3.6  Related Documents
Removable Media Policy
Asset Destruction Procedure
Data Classification Policy
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
7.10 - Storage media
7.14 - Secure disposal or re-use of equipment
8.10 - Information deletion




