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3  Evidence Collection Procedure
3.1  Purpose
This procedure defines processes for capturing, preserving, and documenting digital evidence in support of investigations, incidents, audits, and legal proceedings. It ensures evidence is admissible and that its integrity can be demonstrated.
3.2  Scope
This procedure applies to all evidence collection activities performed on organisational systems, including endpoints, servers, network devices, cloud services, and mobile devices.
3.3  Pre-requisites
Authorised investigator or forensic specialist assigned
Approved evidence collection tools
Secure evidence storage facility
Legal advice obtained where applicable
3.4  Procedure
3.4.1  Authorise Evidence Collection
Confirm the authorisation to collect evidence from the system owner and Legal as appropriate
Establish the chain of custody record at the outset
3.4.2  Identify Evidence Sources
Identify systems, accounts, and data sources relevant to the matter
Prioritise volatile evidence such as memory and live network state
3.4.3  Collect Evidence
Use forensically sound tools and methods to acquire evidence
Capture cryptographic hashes of acquired evidence at the time of collection
Document collection actions including time, location, tools, and operator
3.4.4  Preserve Evidence
Store evidence in secure, access-controlled storage with environmental protection
Maintain the chain of custody including transfers between custodians
Make working copies of evidence and conduct analysis on copies, preserving the original
3.4.5  Analyse and Report
Conduct analysis using approved methods
Document findings, methodology, and limitations
Maintain factual reporting suitable for use in legal or disciplinary proceedings
3.4.6  Disposition
Retain evidence for the period required by the matter, contract, or law
Dispose of evidence securely once retention obligations are satisfied
3.5  Records and Evidence
Chain of custody records
Evidence collection log
Analysis reports
Disposition records
3.6  Related Documents
Incident Management Policy
Audit Log Template
Data Retention Schedule
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
8.8 - Management of technical vulnerabilities
5.28 - Collection of evidence
5.29 - Information security during disruption




