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3  Code Review Procedure
3.1  Purpose
This procedure defines the mandatory code review process for the organisation's software development activities. Code review identifies functional defects, security vulnerabilities, and design issues before code reaches production.
3.2  Scope
This procedure applies to all source code developed by or on behalf of the organisation that is destined for production use, including internally developed applications, infrastructure-as-code, and configuration scripts.
3.3  Pre-requisites
Source code repository with branch protection enabled
Code review tooling integrated with the development workflow
Approved Code Review Checklist and Secure Coding Standards
3.4  Procedure
3.4.1  Submit Code for Review
Developer submits code via a pull request against a protected branch
Pull request must include description, linked work item, and test evidence
Automated checks such as static analysis and unit tests must pass before review
3.4.2  Assign Reviewers
Pull request must be reviewed by at least one independent reviewer; sensitive changes require two reviewers
Reviewers must be familiar with the codebase and the relevant security requirements
For changes to security-critical code, an Information Security representative must approve
3.4.3  Conduct the Review
Reviewer evaluates the code against the Code Review Checklist
Reviewer evaluates compliance with the Secure Coding Standards
Comments and required changes are recorded in the pull request
3.4.4  Address Feedback
Developer addresses reviewer feedback by updating the code
Changes are re-reviewed until acceptance criteria are met
3.4.5  Approve and Merge
Reviewer approves the pull request when all required changes are made
Merge to the protected branch is performed by an approved process
Pull request and review history are retained as evidence
3.5  Records and Evidence
Pull request and review history
Static analysis and test reports
Reviewer approvals
3.6  Related Documents
Secure Development Standards
Secure Coding Standards
Code Review Checklist
Source Code Access Control Policy
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
8.28 - Secure coding
8.25 - Secure development life cycle
8.30 - Outsourced development




