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3  Source Code Access Control Policy
3.1  Purpose
This policy restricts and governs access to source code repositories and version control systems to protect the confidentiality and integrity of the organisation's intellectual property and to prevent unauthorised changes to critical software.
3.2  Scope
This policy applies to all source code repositories, version control systems, and associated infrastructure managed by or on behalf of the organisation. It applies to all employees, contractors, and third parties who require access to source code.
3.3  Definitions
Source Code: The human-readable instructions that comprise an application or system
Repository: A storage location for source code that supports versioning, branching, and collaboration
Code Owner: An individual or team accountable for the integrity of a particular section of source code
Pull Request: A request to merge code changes into a protected branch, subject to review and approval
3.4  Policy Requirements
Repository Access
Access to source code repositories must be granted on the principle of least privilege
Access requests must be made on the Repository Access Request Form and approved by the Code Owner
Access must be reviewed at least quarterly
Access must be revoked promptly when no longer required
Authentication and Authorisation
Repository access must be authenticated using multi-factor authentication
Personal access tokens must have a defined expiry and be scoped to the minimum permissions required
Service accounts used by build systems must be uniquely identifiable and tightly scoped
Branch Protection
Production branches must be protected and require pull request review by at least one independent reviewer before merge
Direct commits to protected branches must be prohibited
Force pushes to protected branches must be disabled
Secrets in Code
Credentials, encryption keys, and other secrets must not be committed to source code repositories
Automated secret scanning must be enabled and findings remediated promptly
Where secrets are detected post-commit, the secret must be rotated and the commit history remediated
External Sharing
Public sharing of source code requires approval from the Code Owner and the Information Security Manager
Open source contributions are governed by the Intellectual Property Rights Policy
3.5  Roles and Responsibilities
Code Owner: Approves access requests, sets branch protection rules, and reviews access lists
Developer: Operates within their granted permissions and follows secure coding standards
DevOps / Platform Team: Operates the repository infrastructure and enforces controls
Information Security Manager: Audits repository configurations and investigates incidents
3.6  Related Documents
Access Control Policy
Secure Coding Standards
Repository Access Request Form
Secure SDLC Procedure
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
8.4 - Access to source code
8.5 - Secure authentication
8.25 - Secure development life cycle




