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3  Software Installation Policy
3.1  Purpose
This policy restricts the installation of software on organisational systems to approved, licensed, and security-vetted applications. It reduces the risk of malware, vulnerable software, licence infringement, and uncontrolled changes to the technology estate.
3.2  Scope
This policy applies to all software installed on systems owned or operated by the organisation, including servers, workstations, laptops, mobile devices, and virtual machines.
3.3  Definitions
Software: Any application, utility, library, plug-in, browser extension, or operating system component
Approved Software List: The list of software approved for installation on organisational systems, maintained by the IT department
Software Request: A formal request to add software to the Approved Software List
Standard Software: Software that is pre-approved and available through the standard software catalogue
3.4  Policy Requirements
Approved Software
Only software on the Approved Software List may be installed on organisational systems
Standard users must not have administrative rights to install software
Software must be obtained from the official vendor source or the approved software catalogue
Approval Process
Requests for new software must be submitted through the IT helpdesk and reviewed for security, licensing, and business need
The Information Security Manager must review requests for software that processes sensitive data or has elevated privileges
Approved software must be added to the Approved Software List with version, source, and approver recorded
Licensing
All software installations must comply with the software licence terms
Licences must be tracked centrally and audited at least annually
Open source software must be reviewed for licence compatibility with organisational use
Maintenance and Removal
Software no longer required must be uninstalled to reduce attack surface and licence cost
End-of-life software that no longer receives security updates must be replaced or risk-assessed and tracked
Mobile Apps
On mobile devices, only apps approved through the mobile app catalogue may be installed for business use
Personal use of mobile devices must comply with the Mobile Device Security Policy
3.5  Roles and Responsibilities
IT Department: Maintains the Approved Software List, deploys software, and manages licences
Information Security Manager: Reviews software requests for security implications
Users: Submit software requests through approved channels and do not install unapproved software
Software Asset Manager: Tracks licences and audits compliance
3.6  Related Documents
Approved Software List
Acceptable Use Policy
Mobile Device Security Policy
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
8.19 - Installation of software on operational systems
8.32 - Change management




