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3  Network Segmentation Policy
3.1  Purpose
This policy requires the segmentation of the organisation's networks to limit the lateral movement of attackers, reduce the blast radius of security incidents, and enforce trust boundaries between different functional or sensitivity zones.
3.2  Scope
This policy applies to all networks owned or operated by the organisation, including office networks, data centre networks, cloud virtual networks, guest networks, and operational technology networks.
3.3  Definitions
Network Zone: A logical or physical grouping of network resources with shared trust level and security requirements
Segmentation: The division of a network into smaller zones with controlled communication between them
Microsegmentation: Fine-grained segmentation typically applied at the workload or application level
Demilitarised Zone (DMZ): A network segment that hosts services accessible from less trusted networks while protecting internal systems
3.4  Policy Requirements
Zone Architecture
The network must be segmented into zones based on data classification, function, and trust level
Zone definitions must be documented and reviewed at least annually
Communication between zones must be enforced by firewalls or equivalent network controls
Inter-Zone Communication
Communication between zones must be limited to defined and approved flows
Inter-zone flows must be documented in the Network Architecture documentation
Default-deny must be the baseline policy at zone boundaries
Guest and Untrusted Networks
Guest wireless networks must be isolated from internal networks
Untrusted networks such as the internet must be separated from internal networks by perimeter controls
Internet of Things and operational technology devices must be placed on dedicated segments
Cloud Segmentation
Cloud workloads must be segmented using virtual networks, security groups, and network policies
Cross-account or cross-tenant access must be explicitly approved and logged
Microsegmentation
For sensitive or high-risk workloads, microsegmentation should be implemented to enforce least privilege at the workload level
Microsegmentation policies must be tested and monitored for effectiveness
3.5  Roles and Responsibilities
Network Architects: Design and document the network zone architecture
Network Operations: Implement and maintain segmentation controls
Information Security Manager: Approves zone definitions and inter-zone flows
Application Owners: Provide requirements for application network connectivity
3.6  Related Documents
Network Security Policy
Network Architecture Standards
Network Security Configuration Baseline
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
8.22 - Segregation of networks
8.20 - Networks security
8.21 - Security of network services




