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3  Environment Separation Policy
3.1  Purpose
This policy mandates the separation of development, test, and production environments to protect operational systems from unauthorised changes and to prevent the use of production data in less controlled environments. The policy supports system stability, the integrity of test results, and the protection of sensitive information.
3.2  Scope
This policy applies to all information systems, applications, databases, and supporting infrastructure operated by or on behalf of the organisation.
3.3  Definitions
Production Environment: The environment where systems are used to support live business operations
Test Environment: An environment used to validate functionality, performance, and security before changes are promoted to production
Development Environment: An environment used by developers to design and build code and configurations
Promotion: The process of moving code, data, or configuration from one environment to another in line with the change management process
3.4  Policy Requirements
Environment Architecture
Development, test, and production environments must be logically and where possible physically separated
Each environment must have its own access controls and credentials
Network segmentation must restrict communication between environments to defined and approved flows
Data Use
Production data must not be used in development or test environments unless masked, anonymised, or approved by the Data Owner with appropriate compensating controls
Where production data is used exceptionally, retention in non-production environments must be minimised
Change Promotion
Code and configuration must follow a defined promotion path through development, test, and production
Promotions to production must be approved through the Change Management process
Direct changes to production are prohibited except for approved emergency changes
Access Control
Developer access to production environments must be limited and controlled through the PAM system
Test users must not have access to production data
Tooling and Configurations
Build, deployment, and monitoring tools must be configured to enforce the separation between environments
Configuration drift between environments must be detected and remediated
3.5  Roles and Responsibilities
Application Owner: Defines the environment topology and approves promotions
Development Team: Operates within development and test environments and follows promotion procedures
IT Operations: Maintains environments and enforces separation through tooling
Information Security Manager: Audits environment separation and approves use of production data in non-production
3.6  Related Documents
Change Management Policy
Secure Development Standards
Configuration Management Procedure
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
8.31 - Separation of development, test and production environments
8.4 - Access to source code
8.30 - Outsourced development




