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3  Clean Desk and Clear Screen Policy
3.1  Purpose
This policy reduces the risk of unauthorised access to, loss of, or damage to information during and outside normal working hours. It requires that information assets are not left exposed when an authorised user is not present and that information is appropriately protected at the end of the working day.
3.2  Scope
This policy applies to all employees, contractors, and visitors who use the organisation's premises, including offices, meeting rooms, common areas, and home workspaces used for organisational work.
3.3  Definitions
Clean Desk: The practice of clearing all sensitive materials from desks and work surfaces when not in use
Clear Screen: The practice of ensuring that screens displaying organisational information are not visible to unauthorised individuals and are locked when unattended
Sensitive Material: Documents, removable media, devices, or notes containing information classified as Internal or above
3.4  Policy Requirements
Clean Desk Requirements
Sensitive documents must be filed away in locked storage when not actively in use
At the end of the working day, desks must be cleared of all sensitive materials
Removable storage media must be locked away when not in use
Whiteboards and flipcharts in shared areas must be cleared after meetings if they contain sensitive information
Printouts must be collected promptly and not left at shared printers
Clear Screen Requirements
Screens must be locked manually when leaving a workstation, even briefly
Automatic screen locking must be enabled with a maximum inactivity timeout of ten minutes
Screens must be positioned to minimise the risk of overlooking by visitors or in public spaces
Privacy filters must be used on devices that may be used in public or shared spaces
Home and Remote Workspaces
The same clean desk and clear screen principles apply when working from home or other remote locations
Family members and other household occupants must not be able to view sensitive information on screens or paper
Sensitive paper documents should be returned to the office for secure storage or destruction wherever practicable
Audit and Compliance
Periodic walk-throughs will be conducted by Facilities or the Information Security Manager
Findings will be communicated to the relevant area owner and tracked to closure
3.5  Roles and Responsibilities
All Employees: Apply clean desk and clear screen practices in line with this policy
Line Managers: Reinforce expectations within their teams and address non-compliance
Information Security Manager: Conducts spot checks and reports findings
Facilities: Provides locked storage and secure disposal facilities
3.6  Related Documents
Acceptable Use Policy
Physical Security Policy
Mobile Device Security Policy
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
7.7 - Clear desk and clear screen
8.1 - User endpoint devices




