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3  Supplier Security Requirements Addendum
3.1  Purpose
This addendum sets out the information security obligations that apply to the Supplier in connection with the services provided to the organisation. It is intended to be incorporated into the master agreement and to be read in conjunction with any applicable Data Processing Agreement.
3.2  Scope
This addendum applies to all suppliers that have access to organisational systems, data, or premises, or that provide services that could affect the security or availability of the organisation. The clauses should be tailored to the engagement and reviewed by Legal before execution.
3.3  Definitions
Supplier: The legal entity providing services to the organisation under the Services Agreement
Organisational Data: All data made available to the Supplier by or on behalf of the organisation, and any data created or derived in connection with the services
Sub-Contractor: Any third party engaged by the Supplier to perform any portion of the services
Security Incident: Any actual or suspected unauthorised access, disclosure, modification, loss, or destruction of Organisational Data, or compromise of systems used to process such data
3.4  Policy Requirements
Compliance with Standards
The Supplier must implement and maintain an information security programme aligned with ISO/IEC 27001:2022 or an equivalent recognised standard
The Supplier must comply with all laws and regulations applicable to the services and Organisational Data
The Supplier must comply with all reasonable security policies of the organisation made available to it
Personnel Security
The Supplier must conduct background screening of personnel with access to Organisational Data, to a standard appropriate to the role
Personnel must be subject to written confidentiality obligations
Personnel must complete information security and data protection training appropriate to their role
Access Control
Access to Organisational Data and systems must be granted on a least-privilege basis with multi-factor authentication for remote and privileged access
Access must be reviewed at least quarterly and revoked promptly when no longer required
Privileged access must be logged and monitored
Data Protection
Organisational Data must be encrypted in transit and at rest using approved cryptographic standards
Organisational Data must be segregated from data of other customers
Organisational Data must not be used for any purpose other than provision of the services
Operational Security
Vulnerability and patch management programmes must be in place with timely application of security patches
Endpoint and network protection must be maintained
Configuration baselines must be applied and audited
Backups must be taken and tested
Logging and Monitoring
Security-relevant events must be logged and monitored
Logs must be retained for the period required by law and contract
Incident Management
Security Incidents must be notified to the organisation without undue delay and in any event within 24 hours of discovery
The Supplier must cooperate fully in incident investigation, containment, and remediation
Root cause analysis and remediation evidence must be provided to the organisation
Sub-Contracting
Sub-Contractors with access to Organisational Data may be engaged only with prior written approval
Sub-Contractors must be subject to obligations equivalent to those in this addendum
The Supplier remains liable for the acts and omissions of its Sub-Contractors
Audit and Assurance
The organisation has the right to audit the Supplier's compliance with this addendum on reasonable notice
Independent third-party audit reports (such as ISO 27001 certificates and SOC 2 reports) may be relied upon where appropriate and made available to the organisation
The Supplier must provide reasonable assistance and access for audits and assessments
Termination and Return of Data
On termination, the Supplier must return or securely destroy all Organisational Data and provide written confirmation
Transition assistance must be provided to support migration to a successor or to the organisation
Liability and Insurance
The Supplier must maintain appropriate insurance coverage including cyber and professional liability
Liability for breach of security obligations is governed by the Services Agreement
3.5  Roles and Responsibilities
Organisation: Sets requirements and assesses compliance
Supplier: Implements and operates controls in compliance with this addendum
Procurement: Includes this addendum in supplier contracts
Information Security Manager: Maintains this addendum and approves variations
3.6  Related Documents
Third-Party Supplier Security Policy
Data Processing Agreement
Vendor Risk Management Procedure
4  Policy Compliance
4.1  Compliance Measurement
The information security management team will verify compliance with this policy through various methods including but not limited to periodic internal audits, management reviews, automated compliance reporting tools, and documented evidence reviews. Compliance checks will be conducted at least annually or following any significant change to the environment.
4.2  Exceptions
Any exception to this policy must be submitted in writing to the Information Security Manager, who will assess the risk associated with the exception. Approved exceptions must be documented with a risk acceptance statement signed by the appropriate level of management and reported to the Management Review Team. Exceptions are time-limited and subject to review.
4.3  Non-Compliance
Any employee, contractor, or third-party user found to have violated this policy may be subject to disciplinary action up to and including termination of employment or contract. Violations may also result in civil or criminal prosecution where applicable law permits. Suspected violations should be reported to the Information Security Manager or via the designated reporting channel.
4.4  Continual Improvement
This policy is subject to continual improvement as part of the information security management system. The policy will be reviewed at least annually or following any significant information security incident, regulatory change, or material change to the organisation's operating environment. All revisions are subject to management approval and communicated to relevant stakeholders.
5  ISO 27001:2022 Controls Addressed
This document supports compliance with the following ISO/IEC 27001:2022 Annex A controls:
5.20 - Addressing information security within supplier agreements
5.19 - Information security in supplier relationships
5.21 - Managing information security in the ICT supply chain




